Using Voltage SecureMail in Outlook
Sending a Message in Outlook
1. Open Microsoft Outlook and create a new email. In the new email, on the left hand side of the “Message” tab there will be a “Send Secure” button. This confirms that Voltage SecureMail has been successfully installed. 
[image: C:\Users\itpr12376\Pictures\Voltage Snapshots\Capture19.png]

2. Compose a new message to another email and click the “Send Secure” button.                       (Note: If the send secure button is not pushed the email will not be encrypted)

(Warning: The subject line in a SecureMail message is not encrypted. Do not put any sensitive information in the subject line. Sensitive information should only be put in the body of the Securemail message or in an attached file as both of these are encrypted.)

3. When replying to a SecureMail message and you fail to click the send secure button, you will get that following message that you need to click the send secure button.
[image: ]
Receiving a Message in Outlook
4. When you receive a SecureMail message in Microsoft Outlook, you will see the message below tagged to the email message showing that the email message has been authenticated by the server. 
[image: ]
5. When using Outlook with the Voltage client loaded on the computer, there is no need to log into the Voltage email system. This is done automatically and emails will appear and open the same as a regular non secured email message.

Accessing SecureMail Message on mail.sd.gov
This is designed for remote users that are accessing State email from http://mail.sd.gov . The instructions below will step through the process of creating a new remote voltage account, how to reset your password, and composing a SecureMail message from outside the State’s network. 
Receiving a message in State Webmail
1. Open an internet browser session and go to http://mail.sd.gov and sign in using your domain credentials.
[image: H:\Documents\Voltage End User pictures\C15.PNG]
2. Follow the instructions on the welcome email and click the attachment and follow the instructions. If this is the first time to open a Voltage secure email, the recipient will need to go through a series of steps to set up an account.
3. [bookmark: _GoBack]Click on the attachment link in and select open in the File Download dialog box.
[image: E:\Voltage Snapshots\hotmail2.PNG]
Note: Depending on browser and or operating system you may get the following message when trying to open the attachment. If you do not get this message skip to step 4.
Click OK on the message dialog box 
[image: ]

Right click on the attachment and select open from the expanded menu. Click save on the dialog box that appears.
[image: ]
Click open on the dialog box that states that the download has completed. Move to step 4.
[image: ]
4. Internet explorer will then open. Read the instructions and click the blue “Read Secure Message” link.
[image: E:\Voltage Snapshots\hotmail3.PNG]
5. Select your email from the list and click on the “View Message” link. Note:( you will see the email accounts listed from all parties involved in the message)
[image: E:\Voltage Snapshots\hotmail4.PNG]
6. If this is the first time you have received a voltage secure email you will need to create a password to continue. Fill out the appropriate lines and click on the “Continue” button.
[image: E:\Voltage Snapshots\hotmail5.PNG]

7. You will then get a message to check their email for identity verification.
[image: E:\Voltage Snapshots\hotmail6.PNG]
8. In the users email account there will be a message titled “Voltage SecureMail Identity Verification”. Open the email message and click the link provided.
[image: E:\Voltage Snapshots\hotmail7.PNG]
Replying to a Message using State Webmail
9. The link will direct the user to their secure email. Hit reply or reply to all button.
[image: E:\Voltage Snapshots\hotmail8.PNG]
10. After hitting reply, the “Compose New Message” box will appear. Compose the email response and click on the “Send Secure” button.
[image: E:\Voltage Snapshots\hotmail9.PNG]
11. A confirmation will then display saying that the message was sent successfully. Click the “Sign Out” button to close the session. You also have options to send another message or go back to the original message as seen in the picture below.
[image: E:\Voltage Snapshots\hotmail10.PNG]
12. Once signed out, a message will appear that the use has signed out with instructions if you need to view the message again or by clicking “Compose a New Secure Message” if needed. Otherwise the widow can be closed if finished.
[image: E:\Voltage Snapshots\hotmail11.PNG]

Receiving & Replying to Future Messages
13. Once you have gone through the initial process of creating your SecureMail account, the next time you open a SecureMail message link, a logon prompt will be displayed. All you will need to do is enter their password to see the secured email message.
[image: E:\Voltage Snapshots\hotmail12afterregistration.PNG]
14. The SecureMail message will then open. Hit Reply, Reply to All, or Sign Out if you do not need to reply to the message.
[image: E:\Voltage Snapshots\hotmail13.PNG]
15. If you hit the Reply or Reply All button, the Compose a message window will appear. Compose the email response and click on the “Send Secure” button. 
[image: E:\Voltage Snapshots\hotmail9.PNG]

16. A message will then display saying that the message was sent successfully. Click the “Sign Out” button to close the session. You also have options to send another message or go back to the original message as seen in the picture below.
[image: E:\Voltage Snapshots\hotmail10.PNG]
17. Once signed out, a message will appear that the use has signed out with instructions if you need to view the message again or by clicking “Compose a New Secure Message” if needed. Otherwise the widow can be closed if finished.
[image: E:\Voltage Snapshots\hotmail11.PNG]











Composing a SecureMail message from outside the State’s network
The following section will show the steps needs to be able to create a secure message outside the State network to a new email recipient. 
1. Open internet explorer and go to https://voltage-pp-0000.mailportal.sd.gov/login and enter your email address and click “Sign In”.
[image: ]
2. After hitting sign in, the “Compose New Message” box will appear. Compose the email and click on the “Send Secure” button.
[image: ]
3. You will receive confirmation that the message has been sent and you can either click the sign out button if finished or click Send Another Secure Message Button.
[image: ]
Reset Voltage Secure Mail Password
The following steps will show how to change your password when opening a new SecureMail message.
1. The next time you open a SecureMail message, a logon prompt will be displayed. If you forgot your password or just want to change your password, click the “Forgot your password” link on the logon screen.
[image: E:\Voltage Snapshots\hotmail12afterregistration.PNG]
2. You will then receive a message to check your email and to click the link in the email to reset your password.
[image: \\ESPR1FS02\AgencyHomeIT$\ITPR12376\Documents\Voltage End User pictures\pw\pw2.PNG]
3. Click the link to initiate the password reset.
[image: \\ESPR1FS02\AgencyHomeIT$\ITPR12376\Documents\Voltage End User pictures\pw\pw3.PNG]




4. Enter a new password and verify the password and click continue.
[image: \\ESPR1FS02\AgencyHomeIT$\ITPR12376\Documents\Voltage End User pictures\pw\pw4.PNG]
5. Your password is now changed and your SecureMail message will appear.

6. You will also receive a mail message in your inbox that will confirm the password. If you receive a message like the one below and did not initiate a password change, contact the administrator or the help desk.

[image: \\ESPR1FS02\AgencyHomeIT$\ITPR12376\Documents\Voltage End User pictures\pw\pw6.PNG]















Non State email user instructions (example using Hotmail ,gmail, etc)
1. Below is an email to the Hotmail account. Follow the instructions on the email and click the attachment and follow the instructions. If this is the first time to open a Voltage secure email, the recipient will need to go through a series of steps to set up an account.

[image: E:\Voltage Snapshots\SecureHotmail1.PNG]

2. Click on the attachment link in the and select open in the File Download dialog box
[image: E:\Voltage Snapshots\hotmail2.PNG]
3. Internet explorer will then open. Read the instructions and click the blue “Read Secure Message” link.
[image: E:\Voltage Snapshots\hotmail3.PNG]

4. The Hotmail user will then need to select their email from the list and click on the “View Message” link.
[image: E:\Voltage Snapshots\hotmail4.PNG]
5. If this is the first time for this email recipient receiving a voltage secure email they will need to create a password to continue. Fill out the appropriate lines and click on the “Continue” button.
[image: E:\Voltage Snapshots\hotmail5.PNG]

6. The user will then get a message to check their email for identity verification.
[image: E:\Voltage Snapshots\hotmail6.PNG]
7. In the users email account there will be a message titled “Voltage SecureMail Identity Verification”. Open the email message and click the link provided.
[image: E:\Voltage Snapshots\hotmail7.PNG]
8. The link will direct the user to their secure email. Hit reply or reply to all button.
[image: E:\Voltage Snapshots\hotmail8.PNG]

9. After hitting reply, the “Compose New Message” box will appear. Compose the email response and click on the “Send Secure” button.
[image: E:\Voltage Snapshots\hotmail9.PNG]
10. A confirmation will then display saying that the message was sent successfully. Click the “Sign Out” button to close the session.
[image: E:\Voltage Snapshots\hotmail10.PNG]
11. Once signed out, a message will appear that the use has signed out with instructions if you need to view the message again or by clicking “Compose a New Secure Message” if needed. Otherwise the widow can be closed if finished.
[image: E:\Voltage Snapshots\hotmail11.PNG]
12. Once a user has went through this process, the next time they receive a SecureMail message, a logon prompt will be displayed. The all the user will need to do is enter their password to see the secured email message.
[image: E:\Voltage Snapshots\hotmail12afterregistration.PNG]
13. Below is the message after a user has signed in with their password.
[image: E:\Voltage Snapshots\hotmail13.PNG]
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